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Where's your cat... | mean your pop culture ref?

Most watched broadcasts by year [edit]

Viewers

Year -~ Programme $ Date 4 o g
(millions)

Network <

2019 | Gavin & Stacey 25 December 2019 | 17.92°7 BBC One
2018 | 2018 FIFA World Cup: Croatia v England 11 July 2018 20.73051] ITV
2017 | Blue Planet Il 29 October 2017 | 14.010°0 BBC One

2016 | The Great British Bake Off 26 October 2016 | 15.90[4° BBC One



Where's your cat... | mean your pop culture ref?

Press release

COVID-19 confirmed in pet catin the
UK

The virus responsible for COVID-19 has been detected in a
pet catin the UK.

Published 27 July 2020
From: Department for Environment, Food & Rural Affairs and Animal and Plant Health

Agency




Saving lives by securing your loT devices

New Mozi malware family quietly amasses
loT bots

By a month ago

The explosion of Internet of Things devices has long served as a

breeding ground for malware distribution.

https://www.itproportal.com/features/new-mozi-malware-family-quietly-amasses-iot-bots/



https://www.itproportal.com/features/new-mozi-malware-family-quietly-amasses-iot-bots/

Saving lives by securing your loT devices

T assisTANCE () HOTTTAN?
E PUBLIQUE " DE PA RIS ‘
sy |

Parisian Hospitals hit by DDoS attack

Publicatio dtH thULstdth rch 24,2020
Reading time: 1 n 9 nds

Last Sunday the systems of a group of hospitals in Paris were hit by a DDoS attack. This temporarily
prevented employees from accessing the home work programs and their email.

https://vpnoverview.com/news/parisian-hospitals-hit-by-ddos-attack/



https://vpnoverview.com/news/parisian-hospitals-hit-by-ddos-attack/

What happens when your smart whatever is no longer supported?

Security updates for smart appliances could
end after just two years, finds Which?

Consumers are left in the dark when it comes to security updates on appliances
l[ike smart fridge freezers and washing machines

By Alice Williams 8 Jun 2020

https://www.which.co.uk/news/2020/06/the-truth-behind-smart-appliance-security-updates/



https://www.which.co.uk/news/2020/06/the-truth-behind-smart-appliance-security-updates/

What happens when your smart whatever is no longer supported?

The Global Smart Home Market Will Hit $157B by 2023

Households with "Smart” Systems: Global Total i“‘""“m“"" Market Will Have A Lot Mori
{Mumber and Annual Spending) 'p"” o atantisl

Mat Houssholds = Only 30% of broadband households will

with et Households with Smart Systems

5"‘":::‘;“"“ st minins| Comumer Spending

have Smart Systems by 2023
+  21% will have Remote Monitoring &
Control by 2023

* Device sales will account for 52% of
total spending in 2023

Breakdown in 2023

Western
Europe
18%

North
America
w17 2008 ] It 40%

https://iotbusinessnews.com/2019/09/26/11853-global-smart-home-market-to-surpass-100-billion-in-2019/



https://iotbusinessnews.com/2019/09/26/11853-global-smart-home-market-to-surpass-100-billion-in-2019/

s this requlated yet?
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773867/Code_of Practice f
or_Consumer_loT_Security October_2018.pdf



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773867/Code_of_Practice_for_Consumer_IoT_Security_October_2018.pdf

s this requlated yet?

3) Keep software updated

Software components in internet-connected devices should be
securely updateable. Updates shall be timely and should not impact
on the functioning of the device. An end-of-life policy shall be
published for end-point devices which explicitly states the minimum
length of time for which a device will receive software updates and
the reasons for the length of the support period. The need for each
update should be made clear to consumers and an update should be
easy to implement. For constrained devices that cannot physically be
updated, the product should be isolatable and replaceable.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773867/Code_of Practice f
or_Consumer_loT_Security_October 2018.pdf



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773867/Code_of_Practice_for_Consumer_IoT_Security_October_2018.pdf

s this requlated yet?

Policy paper
Proposals for regulating consumer smart

product cyber security - call for views

Published 16 July 2020

https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-
views/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views



https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views

s this requlated yet?

Requirement 3: Provide transparency on for how long, at a minimum, the product
will receive security updates

Providing security updates in a timely manner is one of the most important mechanisms
to protect consumers. Their purpose is to address security shortcomings that place
consumer’s privacy and security at risk and that typically are only identified once the
product is on the market. They also enable consumers to make betterinformed
purchasing decisions. When buying a product, consumers need to be able to find out
the minimum period of time for which that product will be supported with security
updates.

[...]

Setting the defined support period for software security updates can be challenging for
long-life appliances that have an expected lifetime that is much longer than that of their
digital components. There are a number ways to manage this, for example, creating the
possibility to replace just those digital components, the automatic cessation of the
product’s internet-connectivity once the support period has ended or providing
specific, and clearly understandable mitigation advice to users on possible actions to
take if the support period has ended. It should also be noted that the defined support
period can always be extended unilaterally by the producer or manufacturer.

https://www.gov.uk/government/publications/proposals-for-requlating-consumer-smart-product-cyber-security-call-for-
views/proposals-for-requlating-consumer-smart-product-cyber-security-call-for-views



https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views

Isolating the vulnerable - requlatory options

* "Avoid unnecessary contact” —
minimise dependency on
connection

P
* Also increases resilience @i
| do not know if this is going to tweet | am talking to my
fridge what the heck my Mom confiscated all of my

electronics again.

ots 67.2K Likes




Isolating the vulnerable - requlatory options

* “Stay alert” — info on support
period & warning on end of
support

 Would users care?

STAY A CONTROL , SAVE
8 ALERT THEVIRUS LIVES




Isolating the vulnerable - requlatory options

* “Shielding people at high risk” — mandatory recycling

4.5 Disposal and sustainability

Where an obligation falls on an entity to dispose of any consumer smart device and
where all other options are exhausted, the government proposes that [z =112
efforts should be made to organise the return of an insecure device and to arrange for

R g e g S SVTTeR i de i Xee g M (=], subject to any sanctions and corrective
measures. |n circumstances where the device has to be disposed of, it should be
properly treated and recycled where possible, in accordance with the Waste Electrical
and Electronic Equipment Regulations 2013 or its successor.

https://www.gov.uk/government/publications/proposals-for-requlating-consumer-smart-product-cyber-security-call-for-
views/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views



https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views

Isolating the vulnerable - requlatory options

* “Social distancing” — planned
offlining of devices

* Optional / by default/
compulsory "

W Fal \‘f

seltsisolatingfandfsocial[distancingfsince]before itfwasicool
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Isolating the vulnerable - requlatory options

* “Social bubbles” —localising
connection

* Implemented on device / router
“ﬂ Claire de Souza
/ h U b y © @clairedesouza

| thought | could form a bubble because | am single.

Homeward bound? No. Because it turns out if you have a
housemate, only ONE of you can have an outside bubble.
He's already got his bubble with his gf. FML.

2 See Claire de Souza's other Tweets




Isolating the vulnerable - requlatory options

* “Immunity passport” —

Selective connection
permission nature

* Who is supposed to maintain
the list?

* Have you heard of DADA? abadidea

Restricting movement on the basis of biology threatens freedom,

COMMENT - 21 MAY 2020

Tenreasons why immunity passports are

fairness and public health.

Natalie Kofler ™ & Francoise Baylis



Isolating the vulnerable - regulatory challenges

e “#scamdemic”
* Property rights vs security

B, <3 SO A e
Interests? SRR ‘."" 2%
* Engagement with consumers 2
and on-boarding of vendors X
ifzt
' An antl-lfockdown profester is detamed by police o \lnng E]
demonstration in Hyde Park in London, on May 16, m (Reuters)




Isolating the vulnerable - regulatory challenges

 “Ban on international travel”

Top Countries Hosting DDoS Weapons Top Countries Hosting Top ASNS Hosting
DDoS weapons are globally distributed with higher concentrations DDoS Botnet Agents DDoS Botnet Ageﬂ‘ts

found where internet-connected populations are most dense.
1. China Chungwha Telecom (Taiwan)
w United States 1,591,719 '

2. Vietham China Telecom
e China 1,388,531

3. Taiwan China Unicom CN

Korea 776,327 - \
> VNPT Corp (Vietnam)

c [~

Russia 696,186 H. Other Telecom Egypt

” India 283,960

https://www.aionetworks.com/marketing-comms/reports/state-ddos-weapons/



https://www.a10networks.com/marketing-comms/reports/state-ddos-weapons/

Questions?

* jilahong.chen@nottingham.ac.uk

* Twitter: @jiahong_chen


mailto:jiahong.chen@nottingham.ac.uk
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